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Abstract. In recent years, the Internet of Things (loT) plays a vital role in our daily activities
.Owing to the increased number of vulnerabilities on the 10T devices, security becomes critical in
the untrustworthy loT environment. Access control is one of the top security concerns, however,
implementing the traditional access control mechanisms in the resource-constrained nature of the
10T devices is a challenging task. With the emergence of blockchain technology, several recent
research works have focused on the adoption of blockchain in 10T to resolve the security
concerns. Despite, integrating the blockchain in the resource-constrained 10T context is difficult.
To overcome these obstacles, the proposed work presents a privacy-aware loT security
architecture to ensure the access control based on Smart contract for resource-constrained and
distributed 10T devices. The design of the proposed architecture incorporates three main
components such as the contextual blockchain gateway, decentralized revocation manager, and
non-interactive zero-knowledge proof based validation. By modeling the contextual blockchain
gateway, the proposed architecture ensures the dynamic authentication and authorization based on
the contextual information and access policies. Instead of integrating the blockchain technology
into resource-constrained 10T devices, the smart contract-based distributed access control system
with the contextual blockchain gateway provides the scalable solution. With the association of
decentralized revocation manager in the smart contract, it prevents the resource access from the
unauthorized users by dynamically generating and updating the revoked user list of all the nodes
in the smart contract. Moreover, the proposed architecture employs the non-interactive zero-
knowledge proof cryptographic protocol to ensure the transaction privacy within the smart
contract. Consequently, it maintains the trade-off between the transparency and privacy while
ensuring the security for the distributed 10T environment.

Keywords: Internet of Things (IoT), blockchain, smart contract, access control, non-interactive
zero-knowledge proof.

1. Introduction

In the past few years, it has witnessed that the
Internet of Things (10T) has gained significant
attention across several sectors from business,
social media, smart city, and intelligent
transportation to the industries. loT ™ is a
network that interconnects the heterogeneous
devices having sensors with diverse
functionalities, which are established the
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connection with either a private or a public
network. In the [loT environment, the
connected devices range from the wearable
accessories to large machines comprising
sensor chips. However, the massive number of
connected 10T devices and data traffic have
become the critical factors in accomplishing
the Quality of Service (QoS) due to the
restricted resources of the loT devices in
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computing, bandwidth, and storage. Also, the
10T environment enables anyone to control the
IoT devices to perform their required
functionality  remotely. 10T  technology
employs the standard protocols to share the
information among the 10T devices throughout
the network. With the increased deployment
and widely accepted standards of IoT systems,
the 10T ecosystem often meets security issues
such as access control, authorization, and
verification. 10T devices generate and
exchange the vast amount of safety-critical
data and also, privacy-sensitive data, which

Eg%ds the cyber attacks in the 10T environment

Traditional ~ security  methods are
expensive for the overhead and energy
consumption-rich 10T environment. Although,
most of the existing security models are highly
centralized, which are inappropriate for the loT
due to the nature of scalability and a single
point of failure. loT technology requires the
security method which is to be scalable,
lightweight, privacy safeguard, and distributed
security ™. Even though cloud computing
technology enables the computation and
storage of a vast amount of data in a
centralized manner under the monitoring
environment, it fails to protect the security and
privacy of the data. Blockchain technology  ©
has proved its potential in financial
applications such as Bitcoin which is the first
cryptocurrency system. It empowers the loT
devices to improve the security and provide
transparency by offering a scalable and
decentralized environment to 10T devices and
applications. Blockchain technology offers
trustful transactions, cost reduction, and
scalable security for the 10T environment .
Over the past years, the concept of blockchain
technology has attracted as growing Peer-to-
Peer (P2P) technology among millions of users
for decentralized sharing and distributed
computing. With the adoption of the

cryptographic  technology and  without
centralized data storage, the blockchain
technology avoids the attacks from controlling
the entire system ® ¥, The combination of loT
and Blockchain technology provides several
benefits such as lower operational cost,
robustness against attacks and threats, and
decentralized management 1% 4,

In the  resource-constrained  and
untrustworthy 10T  environment, securing
access control is a challenging task in which
access control solution involves authentication,
authorization, and auditing. The existing access
control methods such as Attribute-based Access
Control (ABAC), Role-based Access Control
(RBAC), and Access Control Lists (ACL) lack
to provide the efficient and scalable solution for
the 10T systems. In addition, the single point of
failure due to the traditionally centralized
authorization and the lack of transaction
privacy due to the expressiveness nature of the
decentralized smart contract are the major
constraints in providing the access control
solution for the lIoT environment. However, in
this work we use Zero-knowledge proof ' is
one of the cryptographic protocols, which plays
a crucial role in preserving privacy without
exposing the transactions to the miners in the
smart contract. In accordance with, the
proposed loT security architecture focuses on
modeling the privacy-aware decentralized and
scalable access management with the
contextual blockchain gateway, revocation
manager, and non-interactive zero-knowledge
proof based validation to ensure the resiliency
and tamper-resistant access control model. The
proposed architecture focuses on the non-
interactive cryptographic protocol rather than
interactively verifying the proofs to improve the
transaction validation process in the distributed
blockchain network.

The rest of the paper is organized as
follows, section 2 discuss the literature review.
Section 3 discuss the problem statement.
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Section 4 discuss aims and objectives. Section
5 discuss the contribution of this work. Section
6 the design of our proposed solution. The
steps involved in the proposed architecture are
discussed and illustrates the pseudocode steps
for the proposed access control model for the
distributed 10T devices in Section 7 & 8
respectively. Sections 9 discuss and comparing
the proposed system. The conclude the paper in
Section 10.

2. Literature Review

Nowadays, providing the security for 10T
is a quite challenging task due to the lack of
standardization, the device heterogeneity,
minimum resource capabilities, and the
immense scale. Traditional security methods
are inappropriate for the loT environment.
Hence, several research works have focused on
integrating the Blockchain technology with the
loT technology to ensure security and privacy.

This work focuses on combining the
blockchain, access control, and 10T to provide
the security for the untrustworthy and
distributed 10T environment. Accordingly, this
section reviews the existing research works
carried out the area above. A smart contract-
based framework ™ comprises the multiple
Access Control Contracts (ACCs), one
Register Contract (RC), and one Judge
Contract (JC). It provides distributed and
trustworthy access control of the resource-
constrained lIoT environment. CapChain access
control framework ™4 hides the user identities
and delegation information from the public to
preserve the user privacy and enables the users
to publicly share and delegate their access
rights to the IoT devices. In addition, a Digital
Asset Management using the blockchain
(DAM-Chain) model ™! integrates the
Attribute Based Access Control (ABAC) with
the blockchain technology. It supports the
distributed and flexible permission
management and provides the transparent

authorization process through the Transaction-
based Access Control (TBAC).

The device hardware limitations lead to
difficulty of deploying the blockchain
technology in the loT. To overcome this
obstacle, an 10T ledger-based architecture 1!
ensures the access control by maintaining the
hash of the block headers and block ledgers for
each 10T device in the resource-constrained
loT gateways. It provides the promising
authorization solution with the concept of the
information double signed by the gateway.
However, dynamically updating the l1oT ledger
and storing the increased blockchain size in the
resource-constrained gateway is critical for the
large-scale environment. Moreover, FairAccess
framework ™) stores the access control policies
in a private blockchain based on the principle
of the Role-Based Access Control (RBAC),
which manages the access control policies in
the 10T environment based on the smart
contract operations. However, this access
control management is not suitable for the
numerous loT contexts due to the only
handling of the policy-based compatible
systems. A Dblockchain-based 10T access
control and authentication = management
solution 8 ensures the integrity, traceability,
and accountability in a tamper-proof manner.
However, providing the authentication for
legitimate users alone among the huge number
of end users and the loT devices is a
challenging factor due to the lack of
maintaining the identity globally.

Control ~ Chain  architecture
establishes the secure connection between the
users, devices, group of users and a group of
the devices based on the assignment of the
attributes with the decoder entity for the access
control authorization. A blockchain based
access control system " models the
ciphertext-policy attribute-based encryption
scheme for the access control with the dynamic
attributes in the untrusted cloud environment

[19]
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without the involvement of the cloud service
provider. Despite, blindly trusting the loT-
Cloud framework for authorization is an
insecure process. To overcome this constraint,
the 10T security architecture Y involves the
authorization and delegation model using the
blockchain technology for the loT-Cloud. It
enables the users to inspect the operations of
the access control and audit the authorization
operations. A distributed access management
system facilitates the access control of loT
devices in a scalable manner, which avoids the
integration of the low-capability IoT devices in
the blockchain through the management hubs
22 However, it handles the direct data
exchange between the devices only, which is
insufficient for the distributed loT devices due
to the difficulty of receiving the direct request
data exchange between devices in the loT
environment. To cope up with this, the
blockchain-based dynamic access control
scheme ! dynamically generates the access
policies for the data requests between the
authenticated devices.

3. Problem Statement

In order to ensure the 10T security, there
is an essential need of protecting the resources
from the unauthorized access with the access
rights of the subject. In the security services,
maintaining the integrity and confidentiality of
the resources is crucial. Accordingly, focusing
on the access control policy is vital to address
the security issues in the IoT applications. The
traditional access control systems suffer from a
single point of failure while adapting to the loT
security due to the existence of the centralized
trust domain in the conventional mechanisms.
The conventional access control standards and
technologies have either adapted to the
resource-constrained loT environment or
exploited distributed access control
management approach for scalable loT
architecture.  Although  the  blockchain
technology ensures the trustworthy and

decentralized access control, validating the
locking scripts is a critical process in the
resource-limited 10T objects. Owing to the low
capability of the 10T objects, there is a higher
possibility of compromising the devices by the
adversaries. Hence, addressing the access
control issues in the distributed and
untrustworthy ~ loT  environment is a
challenging task. Several existing architectures
resolve the access rights validation issues with
the transparent and decentralized authorization
process in 10T using the blockchain network.
Despite, the adoption of blockchain technology
for the IoT networks leads to the need for
lightweight solutions.

4. Aims and Objectives

* To develop the distributed and scalable
access control model for the untrustworthy and
resource-constrained 10T environment.

» To ensure the resilient 10T security and
to manage the unique identity of devices in a
tamper-resistant manner.

« To maintain the trade-off between the
transparency and privacy in the distributed loT
environment.

5. Contribution of the Work

» This work presents the loT security
architecture with a privacy-aware
decentralized and scalable access management
model that heavily relies on the blockchain
gateway, decentralized revocation manager,
and non-interactive zero-knowledge proof.

* The proposed architecture designs the
blockchain gateway with the gateway
administrator, context manager, and smart
blockchain proxy, which ensures the dynamic
authentication in the untrustworthy loT
environment.

By utilizing the Smart contract that
expresses the contextual access control
policies, the proposed architecture takes
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authorization  decision along with the
knowledge of the revoked user list generated
by the decentralized revocation manager.

* Instead of validating the transaction
information in the public ledger, the proposed
architecture applies the non-interactive zero-
knowledge proof cryptographic protocol to
improve the transaction privacy with the
resilience among the blockchain nodes for the
distributed and resource-constrained loT
devices.

6. Proposed Privacy-aware Decentralized
and Scalable Access Management with
Blockchain Gateway

Figure 1 shows the blockchain based
access control model for the 10T devices.

With the aim of providing access control
in 10T, this work presents an architecture with
the principles of the decentralization,
resilience, and scalable. As the rapid increase
of the blockchain size over the time, storing
the blockchain information in the constrained
nature of 1oT environment is difficult. Hence,
the proposed decentralized and scalable access
management system stores the access control
information using the blockchain technology
rather than accessing from the resource-
constrained 10T devices. The proposed
architecture involves a smart contract that
enables all the operations of the access control
system with the contextual blockchain
gateway, decentralized revocation manager,
and non-interactive zero-knowledge proof
based validation. The architecture of the
proposed system is illustrated in Fig. 2.

The access control involves three entities
such as authentication, authorization, and
auditing. The proposed approach only focuses
on improving the works ¢2? to model the IoT
security architecture. The proposed model
supports the 10T security for the large-scale
environment with the decentralized and
dynamic authentication, public ledger, and

transaction validation. The proposed approach
enhances the 10T ledger-based architecture ™°
by maintaining the public ledger within the
blockchain network rather than integrating the
blockchain technology in the resource-
constrained loT gateway. The proposed
approach directly connects the l0T devices
with  the Dblockchain  network through
blockchain gateway to ensure the dynamic
authentication and auditing in the public
ledger. The main component of the
‘Management hub’ in work ?? only transfers
the data of the IoT devices to the blockchain
nodes. Whereas, the proposed approach
models the blockchain gateway with the
‘gateway administrator’, ‘context manager’,
and ‘smart blockchain proxy’ instead of
modeling the 10T security architecture with the
‘management hub’ interface. The blockchain
gateway intends to prevent both the user
preferences and unauthorized access of the
resources. The access control policies rely on
the device manager and the blockchain
gateway, which targets on improving the
authorization. The user preferences and
privacy are inter-linked with each other,
include the restrictions on the exchanged
personal information, specific rules to the
subjects, and the context parameters such as
location details.

The proposed architecture considers a set
of features such as resource-constrained loT
device, gateway usage, and multi-layer loT
security architecture. In the context of the
proposed architecture, the perception layer
includes the 10T devices, the transportation
layer manages the 10T gateways and blockchain
gateways, and the application layer represents
the 10T applications and cloud database storage
which is integrated with the blockchain network
of the transportation layer *. The components
of the proposed architecture included the IoT
network, loT gateway, blockchain gateway,
blockchain network.
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Fig 1. Blockchain based access control model for the 10T devices.
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Fig 2. The architecture of the proposed system privacy-aware decentralized and scalable access control management

for 10T environment.

A. lIoT network: An 10T network
includes sensors or actuators, which transmits
the data to temperature, humidity, and motion
sensors or receives the information from the
gateway. The perception layer enables the full-
duplex communication between the loT
devices and gateways. The devices in the 0T
network have limited computational memory,
energy, and power resources. With the aim of
maintaining the global uniqueness for each loT
device in the blockchain network, the
architecture employs the existing

cryptographic techniques that generate a
public key for each device.

B. IoT gateway: loT gateways play a
crucial  role in interconnecting the
heterogeneous l0T devices, which stores the
data acquired from the devices. In the loT
network, Constrained Application Protocol
(CoAP) ensures the secure communication
channel using the Datagram Transport Layer
Security (DTLS) protocol. In the proposed
architecture, 10T gateway manages the devices
with the blockchain gateway with the help of
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device manager. The device manager
establishes the direct connection of the devices
with the blockchain network to maintain the
chain of nodes with transaction validation. In
essence, the device manager is responsible for
managing user preferences and the addresses
of the device. After obtaining the address of
the smart contract, the device manager
provides the obtained address to the gateway
administrator in the blockchain gateway for
attaching the device with its unique identity.

C. Blockchain gateway:
Blockchain gateway is responsible for
protecting the maintained user preferences to
prove the tamper-resistant transaction on the
blockchain network. After receiving the user
preferences of the devices from the 10T device
manager, the blockchain gateway stores and
also, preserves the preference information in
the blockchain network. In the proposed
architecture, the  blockchain  gateway
comprises the gateway administrator, context
manager, and smart blockchain proxy.

1) Gateway administrator: In the
blockchain gateway, the administrator creates
a smart contract and establishes the connection
between the gateway and an 10T device. The
gateway administrator connects the smart
contract of the gateway with the device
manager of the loT gateway to fetch the user
preferences and the device information.

Context Manager: In the blockchain
gateway, the context manager is responsible
for storing the contextual information of the
inputs, 10T devices, and the processed data to
facilitate the authorization decision. In
accordance with, the context manager finds the
information requested by the device with the
access rules of the corresponding device stored
in the gateway to allow or deny the access.

2) Smart blockchain proxy: In the
blockchain gateway, the smart proxy server is an
interface to transmit the data acquired from the

devices to the blockchain network. It establishes
the connection with the nearest node such as
miner in the blockchain-based infrastructure.
The miner node stores a copy of the blockchain
and allows the Remote Procedure Call (RPC) to
listen to the requests. The smart blockchain
proxy translates the CoAP messages of the 10T
devices into  understandable JSON-RPC
messages for the miner. The 10T devices request
the access information from the blockchain
network through blockchain gateway especially,
the smart blockchain proxy. Compared to the
loT gateway, the blockchain gateway contains
the nodes with high-performance characteristics,
which can process the multiple simultaneous
requests.

D. Blockchain network: The proposed
architecture  employs  Ethereum  private
blockchain to provide reliable and secure
transactions. In the blockchain network, the
miners maintain the network stability and
security by validating the transactions and
maintaining the multiple copies of the
blockchain. The miners in the blockchain
network employ the blockchain interface to
globally access the access control policy of the
I0T device, which is decentralized in nature.

Smart contract: In the blockchain
network, the smart contract contains all the
operations allowed in the access management
system and triggers the operations through the
blockchain transactions. The blockchain
network provides the global access of the
operations in the access management system
and the smart contract.

Smart contract agent: In the proposed
architecture, the smart contract agent is one of
the blockchain node, which is responsible for
deploying the smart contract in the blockchain
network. The smart contract agent receives the
address of the smart contract in the blockchain
network and acts as the owner of the smart
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contract throughout the processing of the
access control system.

Revocation manager: In the blockchain
network, revocation manager is responsible for
managing a certain number of mined blocks
and time of the operations in the smart
contract. To avoid the revocation in terms of
accessing the restricted information by the
unauthorized attacker, the revocation manager
spreads the revoked operation to the miner
nodes of the blockchain network rather than
waiting for the permission from the edge of the
network. It automatically updates the revoked
user list in the smart contract operations by
repeatedly validating the transactions using the
PoW consensus algorithm with the help of the
context manager.

7. Process of the Proposed access Control
Model in the 10T Architecture

The proposed architecture ensures the
privacy-aware decentralized and scalable
access management for the 10T devices. The
steps involved in the proposed architecture are
discussed as follows:

Step 1: loT device as the producer
establishes the connection in the blockchain
network.

Step 2: In the 0T gateway, the device
manager manages the corresponding device
address and user preferences.

Step 3: In the contextual blockchain
gateway, the gateway administrator establishes
the connection between the device and smart
contract and fetches the corresponding address
of the smart contract.

Step 4: Smart contract registers the
device and assigns the access control rule for
the device regarding the resource.

Step 5: Consumer or User sends the
access request to the device through the
blockchain gateway for accessing the resource.

Step 6: The loT device or producer
sends their smart contract ID to the user to
access the smart contract for accessing the
requested resource

Step 7: By utilizing the smart contract
address received from the producer, the user
sends the access request to the blockchain
gateway to receive access from the blockchain
network.

Step 8: In the blockchain gateway, the
context manager analyzes the user preferences
using the information stored in the device
manager.

Step 9: After analyzing the user
preferences and also, using the blockchain
Public Key Infrastructure (PKI), the
blockchain gateway provides authentication
for the requested user.

Step 10: In the blockchain network, the
blockchain gateway stores and updates all the
transactions with a unique identification of the
device in the public ledger of the smart contract.

Step 11: With the help of the PowW
algorithm, the proposed architecture validates
the authorization token that comprises the
contextual access control policies. During the
validation of the transaction within the smart
contract, it employs the non-interactive zero-
knowledge proof protocol to balance the trade-
off between the transparency and confidentiality.

Step 12: According to the proposed
access control flow, the proposed architecture
provides the resource access to the user after
verifying the access rights of the
corresponding user.

Step 13: If any revocation occurs in the
blockchain  network, the decentralized
revocation manager monitors the transaction
and generates the revoked user list. After
generating the list, it dynamically updates the
revoked user list in all the nodes of the smart
contract and the blockchain gateway.
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Input: 10T device as producer and consumer (i), Access Request
Output: Secure access response
While the loT devices require the decentralized and secure transaction do
for all the 10T devices belongs to the smart contract ID do
Smart contract generate access control policies for each device
if the request is from the user then
Verify the credentials (Cr(i)) and contextual factors (C(i))
if (Cr(i)&&C(i)==Info(i) in Device manager) then
Provide authentication using PKI
else
Deny the user
endif
endif
endfor
for all the authenticated users do
Perform the transactions in smart contract
Add the new block for transaction of each device with unique identity
for all the transactions stored in the public ledger do
Apply non-interactive zero-knowledge proof protocol
if (access policies(i)==policies(i) in smart contract) then
if any revocation occurs then
Generate revoked user lists
Update the revoked user lists to all the miners
endif
if (new block is added) then
Apply PoW consensus method
Validate transaction by miner to prove the ownership
endif
Provide authorization for the requested resource

else
Deny the request
endif
endfor
endfor

endwhile

Fig 3. Pseudocode for the Proposed Access Control Model.
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8. Pseudocode Steps for the Proposed

Figure 3 illustrates the pseudocode steps
for the proposed access control model for the
distributed 10T devices. Initially, the proposed
algorithm explains the dynamic authentication
based on the credentials, contextual factors, and
PKI in the decentralized smart contract through
the contextual blockchain gateway. After
authenticating the users, the proposed
architecture validates the access policies
generated by the smart contract with the PowW
consensus algorithm. In order to prove the data
ownership, the consensus model enforces the
miners to validate the transaction in the smart
contract repeatedly. According to the proposed
privacy-aware  architecture, the transaction
validation process relies on the non-interactive
zero-knowledge proof protocol. Finally, the
proposed architecture provides the authorization
to the user for accessing the requested resource
alone on the blockchain network.

9. Discussion and Comparison

The proposed approach enhances the
existing access control management system *%
by modeling the loT security architecture with
the contextual blockchain gateway, decentralized
revocation manager, and the zero-knowledge
proof based validation. The proposed approach
employs the smart contract that becomes a
promising platform to accomplish the distributed
and trustworthy access control in the resource-
constrained loT environment.

The contextual blockchain gateway
incorporates the gateway administrator,
context manager, and smart blockchain proxy,
which enforces the dynamical authentication
based on the contextual factors and blockchain
PKI scheme. Moreover, the proposed
architecture models the revocation manager
that dynamically updates the list of revocation
users in the distributed blockchain network.
With the assistance of non-interactive zero-
knowledge proof protocol, the proposed

approach hides the transaction information
among the nodes in the blockchain network.
Thus, it ensures the trade-off between the
transparency and confidentiality by partially
trusting the nodes in the smart contract. We
discussion and compared the performance
between the proposed and existing access
control management models from the
perspective of the research objectives or
performance metrics like Security, Scalability,
Transparency and Privacy. In existing access
control management system ®? ensures the
IoT security with limited communication
overheads through decentralized access control
system in light-weight 10T scenarios while
proposed system provides the tamper-resistant
resource access through revocation manager
and Blockchain gateway that ensures context-
based dynamic authentication and
authorization in light-weight IoT scenarios. In
addition, existing system 22 ensures
scalability = access  management  using
decentralized management hubs and consensus
process while proposed system provides
scalability = access  management  using
decentralized blockchain gateway, consensus
process, and unique identifier. Moreover, the
transparency in the existing access control
management system % eventhough the system
hides the location of the 10T devices, there is a
possibility of learning the transaction patterns
by the nodes in the smart contract while
proposed system supports the resilience by
partially trusting the manager during the
transaction  validation with the Zero-
knowledge proof protocol. The privacy in
existing access control management system!?
lacks to focus on the data confidentiality
constraint in the public blockchain  while
proposed system ensures the trade-off between
the transparency and privacy by employing
the Zero-knowledge proof protocol in the
smart contract.
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10. Conclusion

This work has presented the 10T security
architecture with the distributed and scalable
access control management. The proposed
architecture  heavily relies on three
components include the contextual blockchain
gateway, decentralized revocation manager,
and non-interactive zero-knowledge proof
based validation. The contextual blockchain
gateway model ensures the dynamic
authentication and authorization by analyzing
the contextual factors of the users and self-
enforcing policies in the smart contract. The
revocation manager updates the revoked user
lists in the blockchain network to avert the
resource accessed by the unauthorized users.
Moreover, to ensure both the transparency and
the confidentiality, the proposed architecture
employs the non-interactive zero-knowledge
proof cryptographic protocol in the smart
contract. Thus, the proposed system provides
the privacy-aware distributed and scalable
access control management for the resource-
constrained loT devices.
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